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Can | use WhatsApp for work related purposes?

Yes or No
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2,740 million 2,291 million

users users

Source: Datareportal, 2021

703,200
Mobile Connections

Source: Datareportal, 2021
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World Stats

cHOKG

2,000 million 1,300 million 1,221 million

users users users

Malta Stats

159%
Mobile Connections
of total population
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Question

Why does Facebook own two different messaging apps?

Source: Messengerpeople.com, 2021

Answer

WhatsApp
Facebook Messenger
Viber

WeChat

Telegram

imo
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WhatsApp

* Facebook owned since 2014

* Free

* Multi device use

* Not limited to text messages only

* Voice and video calls (free*)

* App based - irrespective of device and OS
* WhatsApp business - 2018

WhatsApp Stats

2 billion WhatsApp users access the app on a monthly
basis.

Downloaded 13 million times in April 2021.

Available in more than 180 countries and 60 different
languages.

With 340 million users, India is WhatsApp’s biggest
market.

100 billion messages are sent via WhatsApp every day.

Half a billion WhatsApp accounts use the WhatsApp
Status feature every day.
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Data collected WhatsApp

* Privacy Notice

e Account information .

' ; Provided by user
e Status information

* Usage

* Device and connection info ‘
* Location

e Cookies

Automatically collected

The Messages

Delivered Messages Users’ respective devices

Encrypted on Whatsapp

Undelivered messages
servers for 30 days

temporarily in encrypted

Media forwarding
form on Whatsapp servers



https://www.whatsapp.com/legal/updates/privacy-policy-eea#4DPNT4yD0GnwSBvxg
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Encryption

The content of the messages shared
between users

* end-to-end encrypted

* the data is protected against being
read by WhatsApp and other third
parties from reading except for the
sending and receiving devices

Deleted Messages

* Can be deleted from sender’s and
recipients’ devices (1 hour)

* Self-destruct (7 days)

* Deleted messages cannot be
recovered

ToDAY

© this chat and calls are nox

Note: Third-Party apps to see
revoked messages do exist and are
in use
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Disappearing Messages

Activating Disappearing
Messages

* One of the most secure
communication apps

* Only second to Signal

* no app is 100% safe
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Data Breaches

How can data breaches happen if the messages are encrypted?

Data Breaches

* Lost or stolen devices which are not password
protected

» Backed-up messages defeat end-to-end
encryption




Account Hacks

* g, oy

* Message from a friend asking you for a code Qg
* Tricked into revealing 6-digit verification code

» Shared messages can be viewed, read,
downloaded, and copied by the fraudster

\WhatlsApp

Avoiding Account Hacks

~ :
Activate two factor

Two-step verification protects your aUthenﬂcaﬁon(waouraccount
account with your PIN.
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Can you share the pros of using WhatsApp for work purposes?

: -q@mmmw%

Pros

excellent tool for engaging with and
managing remote teams

flattening of hierarchies

colleagues come together - virtual water
cooler

conversations may spark new ideas
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Cons

Can you share the cons of using WhatsApp for work purposes?

www.menti.com

* Grievances claims

* Harassment & Bullying
* Discrimination claims

* Right to disconnect

* Subject Access Requests

e Data Breaches



https://www.mentimeter.com/s/ae26ed70d3961ba14bdeff9c7aee6161/d7f8aacf2d46/edit
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Company’s Personal Data

* Calculated risk

* Lack of protection

Business Decision

Allow Use vs Prohibit Use

Share Data vs Official Communication Only




Policies
Must have
* BYOD policy

* Social Media Use Policy

* WhatsApp use policy

WhatsApp Use Policy

* Impose the activation of all the apps security
features, including 2 factor authentication;

* Require activation of the messages auto-destruct
function;

* Set out the type of data and categories of data
subjects which can and cannot be shared OR
completely exclude the sharing of data through
the app;
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WhatsApp Use Policy

* Indicate whether sharing is limited for internal
purposes only and exclude sharing with external
third parties;

* Exclude backups of the chats;
* Highlight the unacceptable use of the app;
* Include a reporting procedure in case of misuse;

* Explains how WhatsApp messages/groups are to
be handled in relation to employees who are no
longer working for the company.

Question Time

wwwwwwwwwwwwwwwwwwwwww

32

16



6/17/2021

—
\
\
\
\
ot

WWw.21Academ y-education

Angelito Sciberras
17 June 71 17JUne 2021

33

17



