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The power & value of DATA
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“The world’s most 
valuable resource 
is no longer oil, 
but data” 
- The Economist, May 2017
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What value does personal data have?

• Email addresses
• Mobile numbers

Do you keep copies of ID cards?

For what purpose?

Value of Data
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Data vs Personal Data 

60sec
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Data vs Personal Data 

facts and statistics collected together for reference or analysis

vs

any information relating to an identified or identifiable individual
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Data 
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Data 

• Committed to 26 episodes
• @ $3.8million per episode
• Without watching a single episode

HOW?
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Data 

You have been employed by Netflix...

...your friends ask you, what is Netflix? What does it do?

How would you answer?



Click to edit Master title style

• Click to edit Master text styles
• Second level

• Third level
• Fourth level

• Fifth level

Diploma in Law (Malta)

Data 
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Personal Data 
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Personal Data 



Click to edit Master title style

• Click to edit Master text styles
• Second level

• Third level
• Fourth level

• Fifth level

Diploma in Law (Malta)

Personal Data 

Directive 95/46/EC

GDPR

What changed on an Organisational Level?
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Directive 95/46/EC

Macintosh Performa 6200
Kodak DCS 460 Camera

Iomega Zip Drive

Motorola Tango Pager

Sony Handycam DCR-VX1000IBM ThinkPad 701C

DVDs

IBM Personal
Communicator
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Personal Data 

Directive 95/46/EC

GDPR

What changed on an Personal Level?
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Personal Data 
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GENERAL DATA PROTECTION 

REGULATION
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“What must be recognised is that GDPR is 
an evolution in data protection, not a total 
revolution… GDPR is building on foundations 
already in place for the last 20 years.”

- Steve Wood - Deputy Commissioner for Policy, ICO

25 August 2017
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Why GDPR? 
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Why GDPR? 
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Why GDPR? 
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Definitions
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Means any operation or set of operations

which is performed on personal data or on sets

of personal data,

• whether or not by automated means,

• such as collection, recording, organisation,

structuring, storage, adaptation or alteration,

retrieval, consultation, use, disclosure by

transmission, dissemination or otherwise

making available, alignment or combination,

restriction, erasure or destruction;

Processing
Art. 4(2)
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• any information relating to an identified or 

identifiable natural person (‘DATA SUBJECT’); 

• an identifiable natural person is one who can be

identified, directly or indirectly, in particular by

reference to an identifier such as a name, an

identification number, location data, an online

identifier or to one or more factors specific to the

physical, physiological, genetic, mental,

economic, cultural or social identity of that

natural person;

Personal Data
Art. 4(1)
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Is this Personal Data? 
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• racial or ethnic origin,

• political opinions,

• religious or philosophical beliefs,

• trade union membership,

• the processing of genetic data,

biometric data for the purpose of

uniquely identifying a natural person

• data concerning health

• data concerning a natural person’s sex

life or sexual orientation

Special Categories of Data
Art. 9 (1)
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• Explicit consent

• Necessary for the purposes of carrying out the obligations and exercising specific rights

of the controller or of the data subject in the field of employment and social security and

social protection law

• To protect the vital interests of the data subject or of another natural person where the

data subject is physically or legally incapable of giving consent

• Legitimate activities by an association or any other not-for-profit body with a political,

philosophical, religious or trade union aim and on condition that the processing relates

solely to the members or to former members

• Manifestly made public by the data subject

Continued…

Special Categories of Data
Art. 9 (2)
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• Necessary for the establishment, exercise or defence of legal claims or whenever

courts are acting in their judicial capacity

• Necessary for reasons of substantial public interest

• Purposes of preventive or occupational medicine, for the assessment of the working

capacity of the employee, medical diagnosis, the provision of health or social care or

treatment or the management of health or social care systems and services

• Public interest in the area of public health

• Archiving purposes in the public interest, scientific or historical research purposes or

statistical purposes

Special Categories of Data
Art. 9 (2)
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[B] Criminal Convictions & Offences

Special Categories of Data
Art. 10

• only under the control of official authority or when the processing is authorised by 
Union or Member State law providing for appropriate safeguards for the rights and 
freedoms of data subjects
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Personal Data and Data
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Identify (a) personal data, (b) 

sensitive data and (c) out of scope

• A. Sciberras

• Hal Muxi School

• Class Senior II

• High blood pressure

Exercise

The information/data above is fictitious and is being used for training purposes only

60sec
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‘Controller’ means the natural or legal 

person, public authority, agency or other body 

which, alone or jointly with others, determines 

the purposes and means of the processing of 
personal data;

Controller
Art. 4(7)
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Controller

Hal Muxi School 

Students/Parents Suppliers

Teachers/Employees

CONTROLLER

DATA SUBJECTS

DUAL ROLE

DATA SUBJECTS

Art. 4(7)
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Where two or more controllers jointly determine 

the purposes and means of processing

Reflect the respective roles and relationships vis-

à-vis the data subjects. The essence of the 

arrangement shall be made available to the data 

subject.

The data subject may exercise his or her rights in 

respect of and against each of the controllers.

Joint Controllers
Art. 27
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Joint Controllers

Controller

Data Subjects

Controller

• Facebook's purpose is to improve its ad targeting.
• The Page admin's purpose is to learn about how people 

interact with its Facebook Page.
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‘Processor’ means a natural or legal person, 

public authority, agency or other body which 

processes personal data on behalf of the 

controller (sub-contractor)

Processor
Art. 4(8)
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Controller & Processor

ProcessorsControllerData Subjects
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Controller & Processor & Sub Processor

Employees
(DATA SUBJECT)

School
(CONTROLLER)

External Payroll Provider
(PROCESSOR)

OneDrive
(SUB-PROCESSOR)
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A state school contracts a private market-research company to carry out 

some research. The school’s brief specifies its budget and that it requires a 

satisfaction survey based on the views of a sample of its students’ 

population. The school leaves it to the research company to determine 

sample sizes, interview methods and presentation of results.

What is the relationship?

Examples

60sec
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The research company is processing personal data on the 

schools’s behalf, but it is also determining the information 

that is collected (what to ask the students) and the manner 

in which the processing (the survey) will be carried out. It 

has the freedom to decide such matters as which students 

to select for interview, what form the interview should take, 

what information to collect from students and how to 

present the results. This means the market-research 

company is a joint controller with the school regarding the 

processing of personal data to carry out the survey, even 

though the school retains overall control of the data 

because it commissions the research and determines the 

purpose the data will be used for.

Examples

Adapted from: https://ico.org.uk/
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A private company provides software to process the daily 

pupil attendance records of a state-maintained school. 

Using the software, the company gives attendance 

reports to the school.

What is the relationship?

Examples

60sec
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The company’s sole purpose in processing 

the attendance data is to provide this service 

to the school. The school sets the purpose -

to assess attendance. The company has no 

need to retain the data after it has produced 

the report. It does not determine the 

purposes of the processing; it merely 

provides the processing service. This 

company is likely to be a processor.

Examples

https://ico.org.uk/
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A college contracts a mail delivery service to deliver 

orders to students such as books. The students can use 

a website to check the status of their order and track its 

delivery.

What is the relationship?

Examples

60sec
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The school will be the controller for any personal data inside the package. The 

delivery company will not be a controller or a processor for any personal data 

contained inside the package, as it has no control over or access to that data.

However, the delivery company will be processing some personal data (eg the 

student’s name and address) in order to deliver the books and provide the 

tracking service. 

Whether it is a controller or a processor for the tracking element of the service 

will depend on who makes the decisions. 

If the school makes the final decision on the tracking service to be provided and 

the delivery company merely follows the school’s instructions, then the school 

will be the controller and the delivery company is likely to be a processor. 

But if the delivery company independently decides on the tracking service 

provided to the students without the school’s sign-off, it will be a controller.

Examples

Adapted from: https://ico.org.uk
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