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Principles, Lawful Processing & Rights
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1 lawful, fair and transparent

2 specific, explicit and legitimate purpose

3 adequate, relevant and limited to what is necessary

4 accurate & up to date

5 storage limitation

6 integrity and confidentiality
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Principles
Art. 5
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Principles, Lawful Processing & Rights
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Processing is lawful if 
based on one of the 
following legal basis

Lawfulness of processing

Lawfulness 
of 

processing

Consent

Legitimate 
interest

Public interest

Vital interests

Contractual
necessity

Legal obligation

Art. 6
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Exercise

Go to:

https://www.enforcementtracker.com

In filter type School

View the list

https://www.enforcementtracker.com/
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Why GDPR? 

Most fines issued on the basis of:

“Insufficient legal basis for data processing”

OR

“Insufficient technical and organisational 
measures to ensure information security”
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Why GDPR? 
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Lawfulness of processing
SL 586.07

4.(1) Education authorities may process personal data in relation to students and, where

specifically required in the best interest of the students, personal data of parents and legal

guardians may also be processed to carry out their functions as provided under the Education

Act.

2.(1) "education authorities" means the Directorates constituted in terms of Part II of the

Education Act, as well as the Malta Further and Higher Education Authority established in

terms the Further and Higher Education Act;

4.(2)(a) In the course of executing their functions subject to sub-regulation (1), education

authorities may, from time to time, and by means of a written request, require educational

institutions to furnish, in such manner as may be requested and within a reasonable time,

personal data in relation to students attending such educational institutions, and their

parents or legal guardians.(b) Special categories of data listed in Article 9 of the Regulation

shall be requested only with the explicit consent of the parent or legal guardian.

2.(1) "educational institutions" means any licensed school or other institution or entity

offering educational services
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Lawfulness of processing
SL 586.07

5.(1) Educational institutions may process personal data in relation to students, parents and

legal guardians for administration purposes and for the daily operations and efficient running

of such institutions for the purpose of providing their students with the necessary

educational services as required under the Education Act.

5.(2) Personal data in relation to students may also be processed for the following purposes:

(a) academic progress monitoring which includes performance data, examination and, or

assessment results associated with the students;

(b) organisation of functions and, or activities which may form part of curricular and extra-

curricular requirements, provided that where the processing is related to informal

activities the consent is obtained from the students themselves if applicable, or from

their parents or legal guardians
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Lawfulness of processing
SL 586.07

Other personal data which may be processed:

Medical

separate distinctive files

forwarded to another educational institution to which students are transferred

destroyed once the students stop attending the institution concerned

Welfare

separate distinctive files

forwarded to another educational institution to which students are transferred

destroyed once the students stop attending the institution concerned

Visual Images

consent must be obtained
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Lawfulness of processing
SL 586.07

Other personal data which may be processed:

Historic Purposes

no special categories of data and student welfare data are retained for such purposes

Research and Statistics

to perform tasks which are required by the education authorities in terms of regulation

legitimate interest of the educational institution to provide the necessary education to

their students
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Lawfulness of processing
SL 586.07

Transferring of Students’ Personal Data

Consent is required unless

• education authorities

• another educational institution where the student is

transferred

• examination bodies

• health authorities

• hospitals, clinics and other medical professionals where

students need medical attention

• Police in cases of criminal investigations

• Social workers or support agencies or authorities where

there is suspicion or where it is alleged that the welfare of

the student is not being protected

• Jobsplus in accordance with the Employment and Training

Services Act

• any court, as required in judicial proceedings
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Lawfulness of processing
SL 586.07

• Age of Consent above 16 years old (Art. 7(1))

• In writing or by a clear indication of opting in where consent is

required to be given through on-line applications (Art. 7(2))

• May be withdrawn in writing, and the data controller shall remove

such consent and stop such processing operation for which the

consent has been withdrawn and delete or destroy the data

concerned. (Art. 7(2))
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Lawfulness of processing
SL 586.07

Processing for research and statistics purposes

• all identifiable data shall be rendered anonymous, unless in the

case of research, the identification of the data subject is required

to fulfil the purposes of such research (Art. 8(1))

• where… the research being conducted would require the

identification details of students, data controllers shall process

such data by replacing personal identification data with

pseudonymous data (Art. 8(2))
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Anonymous vs Pseudonymisation 

60sec
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Anonymous vs Pseudonymisation 

Anonymous information is a data set which does not relate to an identified or 

identifiable natural person (Recital 26 of the GDPR)

VS

‘pseudonymisation’ means the processing of personal data in such a manner 
that the personal data can no longer be attributed to a specific data subject 

without the use of additional information, provided that such additional 

information is kept separately and is subject to technical and organisational 

measures to ensure that the personal data are not attributed to an identified 

or identifiable natural person (Article 4(5))
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Anonymous vs Pseudonymisation 
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Lawfulness of processing
SL 586.07

When pseudonymous data are processed:

• personal data are not processed for any other purpose that is

incompatible with the specific purpose;

• kept separately from the other data;

• adequate organisational and technical safeguards are in place

• personal data shall not be retained for a period which is longer

than necessary

Article 8(4)
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Principles, Lawful Processing & Rights
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3

1 Right to 
information

Right to be 
forgotten

Right to rectify

2
Right of access

5

6

Right to 
restrict

Automated 
processing7

Right to object 8
Data portability

4

Art. 12 to 23
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What is a SAR?

• A right granted and regulated by the GDPR

• A data subject has the right to obtain all personal data pertaining to
them which is held and/or processed by an organisation

• The requested organisation must comply with such a request within a
period of 1 month (which may be extended up to a maximum of a
further 2 months if the situation so warrants)

Subject Access Request
Art. 15
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• Form

• Procedure

• Policy

Subject Access Request
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• Procedure

Subject Access Request
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Response

• confirm that you’re processing their personal data

• provide them with a copy of it

• give details of how the data is collected, used and disposed of

Subject Access Request
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You must let them know:  

• what category of data you hold

• what it is being used for

• where you got it from

• who it has been disclosed to

• how long you will keep it for

• how it is being kept safe

• details of any automated decision making

Subject Access Request
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You must also tell them they have the right to:

• complain to the regulator

• object to you processing their personal data

• ask you to erase, restrict, change or remove their personal data

Subject Access Request
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Internal Processes
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• Privacy Standard

• Privacy Notices - Employees, Candidates, Students & Web 

• Data Processing Agreements

• Joint Controllers Agreements

• SAR Policy, Forms and Procedures

• Data Breach Policy and Procedure

Documentation
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• Retention Policy/Guidelines

• Consent Forms

• DPIA Policy & Template

• IT use policy (Emails & Disposal)

• CCTV Policy

Documentation
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• A privacy standard is an ‘inward-looking’ 
document, recently replacing what was 
previously known as a “privacy policy”.

• Today, this has become an essential 
document which regulates an 
organisation’s handling of personal data 
(whether obtaining, controlling, 
processing, transport, or storage) and 
also informs employees of their duties 
under data protection legislation.

Privacy Standard
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• written in simple language and 
presented in an accessible form

• comprehensive

• easily accessible

Privacy Standard
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• Principles

• Lawfulness, Fairness, Transparency

• Purpose Limitation

• Data Minimisation

• Accuracy

• Storage Limitation

• Security Integrity & Confidentiality

• Reporting a Data Breach

• Transfer Limitation

• Data Subject’s Rights and Requests

Privacy Standard

• Accountability

• Technical and Organisational measures

• Record Keeping

• Training and Audit

• Privacy by Design

• Data Protection Impact Assessment

• Automated Processing

• Direct Marketing

• Sharing Personal Data

• Changes to the Privacy Standard
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Having these duties set out in writing does 

not exempt the employer from being 

bound to educate & train employees on 

good data practices in order to comply 

with the law.

Privacy Standard
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Notice to Data Subjects

Can you name a list of an educational 
institutions’ data subjects?

1 minute
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Notice to Data Subjects

• Potential Students

• Students

• Parents/Guardians

• Candidates

• Employees/Contractors

• Website Visitors

• Service Providers

• Suppliers
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Notice to Data Subjects

• Who is processing the data

• What legal basis allow you to collect 
user data

• What are the purposes of collecting 
the personal data

• What types of personal data you 
collect

• How long will the data be stored for

• The contact details of the data 
protection officer, where applicable;

• The right to lodge a complaint with a 
supervisory authority;

• Whether you transfer the data 
internationally

• Whether you use the data in 
automated decision-making

• With what third parties you share the 
data

• What are the data subject rights

• How you’ll inform users that your 
notice  has changed
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“Employers have legitimate interests in monitoring in order to
improve efficiency and protect company assets. However,
workplace monitoring becomes intrusive and unjustifiable if it is
not limited or transparent.”

- Working Party 29

Monitoring
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• Data subjects must be informed: 

▪ of the existence of monitoring; 

▪ about the purposes for which their data is processed; and 

▪ of any other information necessary to guarantee fair processing.

Monitoring
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This sign is affixed in an office. It is 
informing employees & visitors that 
monitoring is being carried out

Is this enough? Why?

1 minute

Monitoring
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Monitoring
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What is missing 
in this notice 
from an HR 
perspective?

1 minute
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A breach is not hacking only
• Sending personal data to to 

the wrong recipient

• Sending emails to multiple 
recepients who are not in 
BCC

• Losing employee data

• Others

Data Breach
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is a process designed to help 
you systematically analyse, 
identify and minimise the data 
protection risks of a project or 
plan.

Data Protection Impact 
Assessment
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